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J RA2 fev | S ed G O a_l S Connect. Communicate. CoIIaborate:

Interim requirements doc ready for finalisation
Consensus on how to continue next year
detail working plan for tools deployment/refinement

A step forward in answering those open points:
— WI2: missing functionality in “The Toolset” identified

— WI3: missing functionality in the co-ordination
Infrastructure identified
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J RA2 WI 3 O r| g | N al GO al S Connect. Communicate. CoIIaborate:

e agree on a common set of severity classification of
Incidents;

agree on response actions and reponse time for incidents;
Exchange electornic credentials;

agree on a minimal format for incident information
exchange;

 deploy and pilot in test-operational environment the set of
tools developed by WIZ2;
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J RA2 WI 3 fev | S ed GO a_l S Connect. Communicate. CoIIaborate:

we conclude the report on the existing coordination
Infrastructure and document the Common Practices

e we start working on the definition of use cases for
advanced CERT interaction

e create a Best Common Practice document for new teams
which are starting up and wish to join the club

e Wwe continue to be the testbed for policy (WI1) and tools
(WI2)
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J RA2 WIB reV|Sed ACt|V|t| es Connect. Communicate. CoIIaborate:

 Formally close the trust loop with a PGP Key signing party at next
meeting

» Start using PGP signed messages ONLY among teams for multiple
CERT/CSIRT realted incidents

« Start using the JRA2 IODEF profile for incident information exchange
(on-the-road adjustement still possible)

» Use of available tools (WI2 and others) to integrate information and
perform actions with early warning, or better post-mortem incident
analysis.

* Bring as many new teams as possible at cruise speed
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