investigations in GEANT?2

Background

1 Netflow is detailed information exported by routers about traffic flows:
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Export to collector

With the Netflow analysis tool NfSen* and its
Holt-Winters extension™, we can spot and
investigate Network anomalies, concluding:

2 In the GEANT2 core, we collect Netflow v5 at every peering point with an external Network.
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In Interface's incoming direction

It's "abnormal”

but legitimate It's “malicious

traffic] traffic!

at SWITCH (http://nfsen.sourceforge.net/) **developed by Gabor Kiss at NIIF/HUNGARNET

Using NfSen and its Holt-Winters extension

< Sharp change in traffic pattern >

In volume or
No. of flows?

No. of flows

Most likely, it's not an

attack. Main reasons:

® Rerouting

® Link upgrades

® Legitimate, but bursty
traffic

® | oss of data collection
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< Look for dominant Destination(s) > Most likely, it's a (D)DoS attack )
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Holt-Winters algorithm

e ey — S enables the detection of
e R .
eSS — _ PR peaks difficult to spot with
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(R Pardfileimin:

Lrpe: renEREU

Em Ech 1B 2T - B2

i (R TR TR AR TTEaR T Ii
Fis:eyc an W 16: fr MIT:pag pl M A8:prm €=
Haie 81

e
pa I T
"
[ - (1= B E
W 1:wmx Al W Ik gr W 1:bad hu [aEH--- -
[FLIUETTI R LT V1L i & Pl i e
]

thu Ted 13 BO: A0: 80 2897 [T any pruiecol [ L
by PTERRITIE

e Investigation steps:
I ® Rank top receivers of
: - flows
: ® Look at who sends to top
T R A R receiver(s)
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| * Single source?

1 ® Few sources?

® Truly distributed?

: ® |f possible, track down
L R R . IR W, R s the sources
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i flags of flows, flow size,

ports used)

. Most likely, it's a Port scan or a DoS attack towards an Internet

. Relay Chat server (indicating “war for Botnet control” activity).
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Most likely, it indicates scanning activity prior to
an attack on an end system or a worm-spread
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